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Configuring the Shiva VPN Client

After installing the Shiva VPN Client software on your computer, launch the client by
clicking on the icon that looks like the following:

When you first run the VPN client you will be asked to enter a Username and a

Password. Both Username and Password can be anything that you wish and will only be
used by your local computer to open your VPN Client Configuration. You will be
prompted for this password whenever you start the VPN client so make sure the password
is something that is easily remembered, but not easily guessed. The login screen will be
similar to the following:

Shiva ¥PN Client Logon ]|
m E nter your ugemame and pazzword to log on.
Uzermame IJ ames

Password: || Cancel |

[ Minimize after logon

Y ou will next be presented with a general configuration screen that looks like the
following:

Tunnel Properties I Tunnel Name: is anamethat you give
e to your connection within the client
enerd | software. Y ou can enter any name for
Tunnel Name: the tunnel in thisfield. (Thisisused to
[Name_of_Turnel distinguish between multiple tunnels on
the same computer).
Group:
{Mame_of_our_Group Group: field is used to identify your
Tunnel Applies Te: level of security to the Shi\{a LAN.
[DiatUp Adapter Dyn 1P 0.0.0.0 =l Rover. The group entered in thisfield
must correspond to an existing group
Tonneb s, configured on the Shiva LAN Rover.
| Shiva Smart Turnel [55T) =

The Tunnel Applies To: isthe adapter
s e that will be used for the VPN. Thisis
921681 1 VPN bow usualy adial-up or network adapter.
- Tunnel Type: isthe protocol that will be
used over the tunnel. (SST is default).

—%PM Gateway/Tunnel Server

VPN Gateway/Tunnel Server

¥ Enable 'WINS/DMNS via VPN Gateway Thisiswhere you enter the address of
your ShivaLAN Rover. To make

ok | canedl anew entry, click the Add button.




The Shiva VPN Client will now open to show you what connections are being made. Al
activities going to and from the Shiva LAN Rover will be visible in the bottom window.
A few additional steps must be taken before the tunnel will connect for the first time.
Click the tunnel that you have created with the right mouse button, and select advanced
properties as shown in the image below.

»ot Shiva YPH Client - James

File Miew Tunnels

Setup Help

¥l X

|5 2] 2o

Tunnel Hame

l Status
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Broperties

Advanced properties
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Dizconnect
Delete

Thiswill bring up the Advanced Tunnel Properties dialog box. Select the Security tab,
and configure the fields to match the information that you received from your network

administrator as fol

lows:

Advanced Tunnel Properties

General Security I Connection |

- K.en Megotiation
Authentication;

Public Key Length:

|Ehal|enge Phraze LI 12048 j
Challenge phrase; 1KE Giato
| xxxxxxxx II_'
— key Lifetime

r?‘zlj_ hars [u__ Hbiptes

E ncption Algonthm

= Packet EnciyptiondAuthentication

Encapzulation:

[3-DES (1685t key) =

Stk Hesder Al e et

|Hr_|||-'; __"’J l':' Butes

ESE A LterhEator

|r-.'.-_.g-..-T _-J W Packet Key

[ &ccept peer propozal

] I Cancel |

Authentication: istypically Challenge Phrase
that you have received from your network
administrator.

Public Key Length: must match the key length
on the ShivaLAN Rover.

Challenge phrase: is where you will enter the
phrase given to you by your network
administrator.

Key Lifetimeisthe amount of time that will
pass before the client will request a new
encryption key from the Shiva LAN Rover.

Encryption Algorithm isthe type of encryption
that is used for the tunnel. This must match the
algorithm on the ShivaLAN Rover.

Encapsulation: is how the data is packaged
within the tunnel connection. The encapsulation
type must match that of the ShivaLAN Rover.

Click the OK button to accept the changes to
your tunnel properties.

Your VPN client should now be connecting to the Shiva LAN Rover. Y ou can connect
and disconnect the tunnel from the VPN client toolbar.
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Tunnel Mame I Statusz I Feer IP
Idle 192.168.1.1

iMame_of_Tunnel

Make a note of any errors that are displayed in the main window of the VPN client
software. Once the tunnel is connected, you may disconnect it by right-clicking on the
taskbar icon and selecting Exit and L ogoff.



